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II. Két qua chinh ctia Luén 4n

1. Luan an da dé xuat giai phap xac thuc da mirc d6 (MLA) str dung cong nghé
GPS va chit ky s6 nham phét hién va ngan chan tan cong 16 sdu & ca hai ché
d6 HM va PM. DPong thoi, cii tién AODV thanh giao thirc méi tén la
MLAMAN bang cach tich hop thém giai phap MLA.

2. Luén 4n da d¢ xuét giai phap FADA theo hudng tiép can hoc may nham phat
hién va ngan chan tin cong ngap lut. Pong thoi, cai tién AODV thanh giao
thirc an ninh tén 1a FAPRP bang cach tich hop thém giai phap FADA.

3. Luén 4n da dé xuét co ché xac thuc tin cidy (TAM) va co ché quan 1y chimng
chi s6 (DCMM) theo chuan X.509. Pong thoi, tich hop TAM va DCMM vao
AODV tao giao thitc TAMAN c¢6 hiéu qua an ninh truéc hau hét cac hinh

thirc tan cong, bao gom tan cong 10 sau & ché d an.
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Huéng dan khoa hoc Nghién ctru sinh

PGS. TS. Vo6 Thanh Tu Luong Thai Ngoc
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NOVEL CONTRIBUTIONS OF DOCTORAL THESIS

1. General Information

Full name: Luong Thai Ngoc

Thesis title: THE STUDY OF ADVANCED SECURITY SOLUTIONS ON
MOBILE AD HOC NETWORK.

Major: Computer Science Code: 9480101

Advisors: Assoc. Prof. Dr. Vo Thanh Tu

School: University of Sciences, Hue University

II. Contributions of Thesis

4.

The thesis has proposed a Multi-Level Authentication solution (MLA) using
GPS technology and digital signatures to detect and prevent wormhole attacks
in hide and participation modes. At the same time, improved AODV to a new
protocol named MLAMAN by using MLA.

The thesis has proposed a solution of FADA based on learning machine
approach to detect and prevent flood attacks. At the same time, improved
AODV to a new protocol named FAPRP by using FADA.

The thesis proposed a Truth Authentication Mechanism (TAM) and a Digital
Certificate Management Mechanism (DCMM) using X.509 standard. At the
same time, integrating TAM and DCMM into AODV for creating a TAMAN
protocol and it againsts forms of network attack effectively, including

wormbhole attacks under hidden mode.
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