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S$6: 3595 /TBATANM Thira Thién Hué, ngay C€ thang 7 nim 2021
V/v théng béo cac 16 héng bao mat
trén cac thiét bi cia hang may tinh Dell

Kinh gtri:
pAl HOC H UE - Céac co quan Trung vong dong trén dia ban;
: S5 2020 _M - Véan phong: Tinh ty, HDND tinh, UBND tinh;
RN e - Céc co quan chuyén mén thuéec UBND tinh;
YHY Ngay: 081112028 (UBND céc huyén, thi x&, thanh phé Hué.
W
SQ va ky higu Hrung taml Giam sat an toan khong gian mang quéc gia thudc Cuc An toan
théng tin - Bo Théng tin va Truyén théng va cac hang bao mat trén thé gioi da
phét hién, ghi nhan, canh bo 4 16 héng bao mat (CVE-20201-21571, CVE-
2021-21572, CVE-2021-21573 va CVE-2021-21574) trong tinh nang
BIOSConnect va HTTPS Boot ctia 129 mau may tinh xach tay, mdy tinh bang
va mdy tinh dé ban ctia hang may tinh Dell, uéc tinh khoang 30 triéu thiét bi.
Viéc ton tai céc 15 hong bao mét nay tiém 4n nguy co bi cac dbi turong loi dung
dé thuc hién céc chién dich tin cong mang c6 chu dich nham kiém soat may
tinh, thiét bi ctia ngudi dung, tir d6 tén cong sau hon vao cac hé théng théng tin
quan trong khac.

I

Pé khic phuc céc 16 hong bao maét trén, hdng may tinh Dell di cung cap
cdc ban cdp nhét va 16 hong bao mét cho céc thiét bi tai dudng dan:
https://www.dell.com/support/kbdoc/vi-vn/000188682/dsa-202 1-106-dell-
client-platform-security-update-for-multiple-vulnerabilities-in-the-
supportassist-biosconnect-feature-and-https-boot-feature

Tiéu ban An toan, An ninh mang tinh thong bao, dé nghi cac cac sd,
nganh, dia phuong chi dao ra soat, kiém tra c4c may tinh, thiét bi dang st dung
trong hé thdng mang cta co quan, don vi minh; néu st dung thiét bi cta hang
Dell, dé nghi cdp nhét ngay céc ban va khéc phuc céc 16 hong bao mat trén
nham bao dam an toan, an ninh mang, khoéng dé bi loi dung tién hanh céc hoat
dong chéng pha phic tap.

Moi théng tin lién quan dé nghi trao ddi vé Co quan thuong truc - Cong
an tmh (qua Phong An ninh mang Va phong chong t01 pham sir dung cong nghé

Noi nhin: /KTTRU“ONQ TIEU BAN

- Nhu trén; Gﬁ

- Dong chi Cha tich UBND tinh, P HO FRUGY TIEU BAN
Truéng Tiéu ban (dé€ bao céo); ke 2

- Luu: VT, CQTT, PV01 (AN).
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